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- )
COMMONWEALTH OF )
MASSACHUSETTS, )
| Plaintiff )
V. )
o )
KAREN READ, )
Defendant )
' )

DEFENDANT’S EMERGENCY MOTION TO COMPEL PRODUCTION OF
REQUESTS FOR PRESERVATION OF GOOGLE GEOFENCE DATA AND
CONFIRMATION FROM GOOGLE THAT
GEOFENCE DATA WILL BE PRESERVED

Now comes the defendant, Karen Read, and hereby moves this Honorable Court to

compel the Commonwealth to produce its requests for preservation of Google Geofence data, as

well as confirmation received from Google that it will preserve said data.

As grounds therefore, the defendant states the following:

1. On April 29, 2022, the defendant filed, “Defendant’s Motion to Preservation of Google
Geofence Data,” attached to this motion as “Exhibit A,” in the Stoughton District Court,
before this case was indicted;

. On May 9, 2022, Exhibit A was allowed, O’Malley, J., presiding;

3. Thereafter, the Commonwealth provided the defendant with a “Preservation Request for
Account Data” to Google Law Enforcement Compliance, allegedly issued by
Massachusetts State Police Trooper Michael Proctor, dated May 13, 2022 and attached to
this motion as “Exhibit B.”
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4. In Exhibit B, Trooper Proctor reqhested that application history be preserved, but only,
“to include all apps downloaded from the Google Play Store to any devices within the set
parameter.”



10.

11.

On May 18, 2022, defense counsel e-mailed the Commonwealth to request that the
preservation request also include apps downloaded from the Apple App Store, so that the
data will include iPhones as well as Android devices. That e-mail is attached to this
motion as “Exhibit C.”

On May 19, 2022, the Commonwealth provided the defendant with a “Preservation
Request for Account Data” to Google Law Enforcement Compliance, allegedly issued by
Massachusetts State Police Trooper Michael Proctor, dated May 19, 2022 and attached to
this motion as “Exhibit D.” This preservation request modified the May 13, 2022
preservation request (Exhibit B) by requesting that application history be preserved, ““to
include all apps downloaded and or operated by Google to any devices within the set
parameter.”

On June 8, 2022, the Commonwealth provided an automated response from Google,
confirming receipt of the legal request submission. That response is attached to this
motion as “Exhibit E.” The date of the automated response, however, was May 16, 2022
— which means that the automated response was confirming receipt of Exhibit B — the
faulty preservation request — and not Exhibit D, which was the corrected preservation
request.

To date, the Commonwealth has provided no documents to evidence that Google
received the updated and corrected preservation request.

To date, the Commonwealth has provided no documents to evidence that Google has
agreed to preserve the requested data.

This data is critical to the defense. The Commonwealth has been ordered to request
preservation of the data, see Exhibit A, which only the Commonwealth can do pursuant
to 18 U.S. Code §2703(f). Yet, there is no evidence that this data has been effectively
preserved.

It is in the interests of justice for this motion to be allowed and for the Commonwealth to
be ordered to produce proof that: (1) it has properly notified Google of the corrected
preservation request; and (2) it has received confirmation from Google that the data will
be preserved.



Wherefore, the defendant respectfully requests that this motion be allowed.

Dated: August 11, 2022

Respectfully Submitted
For the Defendant,

Karen Read,

Daﬁ%netti, Esq.
44 School Street

Suite 1000A

Boston, MA 02108

(617) 338-6006
BBO#555713
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DEFENDANT’S MOTION FOR PRESERVATION OF GOOGLE GEOFENCE DATA
Now comes the defendant Karen Read (“Ms Read” or “the Defendant”) and
= hereby moves thrs Honorable Court to order the Commonwealth to request preservatlon :
of geofence” data stored at Google correspondlng to the locatlon of the charged -
= cnmes for the trme perrod of January 28 to January 29 2022 In support of thls motron

- _ -the Defendant states

| 'preservatlon requests are routlnely rssued by the Commonwealth in crlmmal
L .rnvestlgatrons by means of transmlttrng a form document to the provrder of w1re or
N electronlc communlcatlon services. | -. .
2) The Unlted States Dlstrlct Court N. D lIImots Eastern D|V|S|on recently analyzed the

constrtutlonallty of search warrants for “geofence" data notlng that “[o]nce novel



| .lnvestlgatrons” to determrne the locatlons of cell phone users at specrt‘ ic tlmes In Inte |

- Search_Warrant A Ilcatlon AFor_ Geofence Locatlon Data Stored At Goo le

references omltted)

. Cellular dewces such as mob|le telephones have the capabrlrty to
S ,‘connect to wireless Internet (Wi-Fi) access points if a user enables Wi-Fi.
- . connectivity. Wi-Fi access points, such as those created through the use
. of arouter. and offered in places such as homes; hotels; airports, and '
_coffee shops, are ldentlfled by a Service Set Identifier (SSID) that
_functions as the name of the Wi-Fi network. In general; devices W|th W|-Fr
. capability routinely scan their environment to determine what Wi-Fi access
. - points are within range and will display the names of networks within
‘range under the-device's Wi-Fi settings. Many cellular devices also feature
* - Bluetooth functionality. Bluetooth allows for short-range wireless
" connections between devices, such as between a mobile device and - ‘
.. Bluetooth-enabled headphones: Bluetooth uses radio waves to allow the R
~ . - devices fo exchange information.- When Bluetooth is enabled, a mobile .- - -
R devrce routinely scans its environment to identify’ Bluetooth dewces which =
* _emit beacons that can be detected by mobile devices W|th|n the Bluetooth '
S ;deVIce S transmtssnon range to Wthh lt might connect

_ Many cellular dewces such as moblle telephones mclude global
S posrtlonlng system (GPS) technology Using this technology, the phone
-~ ‘can determine its precise geographical coordinates. If permitted by the -
* .. user, this information is often used by appllcatlons (apps) installed on a-
*_device as part of the its operation. Google is a.company that, among.other -
.- things, offers an operatmg system: (OS) for mobile devices, including " :
- cellular phones known as Android. Nearly every cellular phone usingthe - -
- Android operating system has an associated Google account, and users
~ are prompted to add a Google account when they first turn on anew
- -Android device. Google also offers numerous online-based services, -
. - including email (Gmail); nawgatlon (Google Maps), search engine : :
" (Google), online file storage (including Google Drive, Google Photos, and -
* Youtube), messaging (Google Hangouts), and video calling (Go_ogle Duo) C
_- Some services, such as Gmail, online file storage, and messaging, require . -
' . the user to'sign in to the service using their Google account. ‘An individual ~ -
- can obtain a Google account by. registering with Google, and the account
- identifier typically is.in the form of a Gmail address. Other services, such
. as. Google Maps and YouTube can ‘be used whrle srgned intoa Google



. account although some aspects of these servrces can be: used even
: wrthout berng srgned intoa Google account.

Google also offers an Internet browser known as Chrome that can ..
. sign.in to a Google. account while using Chrome ‘which allows the users
.. bookmarks, browsing history, and other settirigs to be synced across the
"~ . various devices on which they may use.the Chrome browsrng software,
. although Chrome: can also be used without srgnrng into a Google account.
_~ Chrome is not limited to mobile devices running the Android operating-
- C 'system and can also be installed and used on Apple devices. In the -
0w context of mobile devices, Google's cloud-based services canbe. . |
. accessed either via the device's Internet browser or via apps-offered by '
- Google that have been downloaded onto the device. Google apps exist -
for; and can be downloaded to, phones that do not run- the Andrord ‘

_'»operatlng system such as Apple devices.

B [] Google Geofence Data

L When a Google user opts |n to a service- known as "Locatron
,Hlstory," that user can keep track: of locations visited while in. possessron
of the mobile device. Like a journal or log; Google Location History
" Informatioh enables a user to record where she has traveled with her
" - phone and when; and the Google User has the ability to.review or delete
.+ " Location History lnformatlon at will. If the Google user takes additional
. steps, including. enablmg a "Locatlon Reporting” feature for at least one
-~ mobile device, the resulting datais transmitted to Google for processing
.~ and storage:on Google's servers. When activated in such a way, Google .
.~ can calculate the device's estimated latitude and:longitude using inputs -
o from (1) nearby cell sites; (2) GPS signals, -and (3) signals from nearby i
. Wi-Fi networks and- Bluetooth devices. Google records the margin of error
- for its calculation as to the location of a device as a meter radius, referred
. toby Google as a"map's display radius;" for each latitude and. Iongrtude
'~ ‘point. Google also retains subscriber |nformat|on associated with auser's
account, which can include the subscriber's full name, address, telephone
~ number, and other identifiers. Thus, a "geofence warrant” provides the
-+ government the ability to obtain location data for a Google user for a -
_ particular area and, eventually, subscriber information for the account
- holder usmg Google-based devrces or applrcatrons in that area.-

Id at 350 51

3) The Commonwealth possesses the names of persons present at the place and tlme



: .possessed The locatlons of those persons present lncludlng the decedent whether_ y
| -they were lnsrde the house at the locatron of the charged crrmes when they arnved
- f:fwhen and whether they left the property, and the rdentltres and locatrons of other .
: 'persons who may have been present constltutes exculpatory evrdence that can be

'f-revealed by the geofence data 1

' - 4) The Commonwealth rs aware that the geofence data exrsts and has control of the '

preservatlon of such data by the issuance by it of a form request for such

preservatlon to Google

5) The Defendant possesses no srmllar abrllty or control over the preservatron of the

exculpatory evrdence and the exculpatory geofence data may be |rretr|evably lost |f :

'the Commonwealth lS not ordered to rssue a request fo. preserve the geofence data o

.'V:Google correspondlng to the locatlon of the charged cnmes for the trme perrod of

January 28 to January 29 2022



. Dated: April 28, 2022

s N --'-,ERespectfullySubmltted
S T For'the Defendant

N :Karen Read ,

| Da\hdwﬁeﬁr Esq -
44 School Street, Suite 1000A

: Boston MA 02108 - :

-.(617)'338-6006.
BBO#555713 .

CERTIFICATE OF SERVICE

I Attorney Davrd R Yannettr do hereby certlfy that today | served the’ attached .
“Defendant’s Motion For Preservatlon Of Google Geofence Data” and the affidavit

B ‘attached to it, upon the Commonwealth by email service this date to the Assistant

- District Attorney of the Norfolk Dlstnct Attorney s Offi ice assrgned to prosecute this -~ |
matter o . , . . '

Davrd R Yannetti Esq -
44 School étr\eef Suite 1000A
‘Boston, MA 02108 e
(617) 338-6006 -
- BBO#555713.

Dated Aprrl 28 2022
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AFFIDAVIT OF DAVID R. YANNE'I'I'I IN SUPPORT OF. DEFENDANT’S MOTION FOR -
, ' PRESERVATION OF GOOGLE GEOFENCE DATA o

Now comes Dawd R. Yannett| who states as follows
1.. »l am an- attorney llcensed to practrce in: Massachusetts srnce December 20, 1989.

'My office address is: Yannettl Law Flrm 44 School St Sunte 1000A Boston, MA

| ) :02108 I represent Karen Read regardlng the above captroned matter

S 2. The requests for preservatlon of evndence made w1th|n this motlon are reasonable

: ;-and would prevent the destructlon of potentlally exculpatory ewdence

I belleve that lt lS |n the rnterests of justlce for the Court to allow th|s motron

- Signed under the pains and penalties of perjury this 28th day of April, 2022. .

. i \ -
~ David K, Yannelti
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R EXHIBIT B

Ibe Commonwealth ofMas'sacbusetz‘s
- Department of State Police

Division of Investigative Services
‘Norfolk State Police Detective Unit
45 Shawmut Road
Canton, MA 02021

May 13,2022

Tor ~ Google Law Enforcement Compliance
From: Trooper Michael Proctor #3863

Subjeét: Preservation Request for Account Data, |
Case: New Request

.. This document serves as a formal request for the preservation of records and other
evidence pursuant to 18 U.S.C. § 2703(f) pending further legal process. You are hereby requested to
preserve, for a period of 90 days, the records described below-currently in your possession. You also
are further requested not to disclose the existence of this request to the subscriber or any other person,
other than as necessary to comply with this request. If compliance with this request may resultina
permanent or temporary termination of service to the accounts described below, or otherwise alertthe
subseriber or user of these accounts astoyomachonstopteservethereferencedﬁlwandrecords
please contact me before taking such actions.

Page10f2



2. . ' The preservations request applies to the following address, 34 Falrvxew Road, Canton
' MA, 02021 42.17428 ,-71.15365 on January 28, 2022 through and including Ianuary 29,2022, -
Attached is a map of the residence to include latitude and longitude of four pom!s. Located within
~ ‘those- coordinates if 34 Fairview Road, Canton, MA 02021. The request applies to the followmg

o tecords and evidence;

| A. Any loc'aﬁondata currently stored in relation to any dewcesuimhﬁedmﬂnnthe set
“B. Account information: To include all account owner/user identification. mfonnatlon, to -
include all information listed in the “your personal info” within the Google My Account
Screen, ;
C. Apphcahon History: To include all apps downloaded from the Google Play Store to' any - ;
devices wnthm the set parameter ;

Respectﬁllly submitted,

wmf%

Trooper Michael D. Proctor #3863
- Massachusetts State Police -
Norfolk SPDU

Page 2 of 2
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EXHIBIT C

Subject: RE: Read Preservation

Date: Wednesday, May 18, 2022 at 11:12:00 AM Eastern Daylight Time
From: David Yannetti

To: Lally, Adam (DAA)

Attachments: image001.gif

Adam:

Thank you for taking care of that fairly promptly. | do have one concern, though:

The preservation request to Google Law Enforcement Compliance only specifies preservation of data
regarding apps available on the “Google Play” store. Google also collects data from iPhones using Google
apps. Those apps for iPhones would not be available from the Google Play store, but rather from the Apple

App Store. The preservation request should specify that.

Do you have any objection to having the State Police send out a modified request for preservation of all
geofence data, so that all of the data from both Android and iPhones within the set parameter is preserved?

Please let me know.

Thanks,
David

» A CRIMINAL DEFENSE LAY FIRM
DAVID R. YANNETTI
44 School Street, #1000A
Boston, MA 02108
Tel: (617) 338-6006
Fax: (617) 451-2570
www.davidyannetti.com

From: Lally, Adam (DAA) <adam.lally@state.ma.us>
Sent: Tuesday, May 17, 2022 4:38 PM

To: David Yannetti <law@davidyannetti.com>
Subject: FW: Read Preservation

David, please see attached preservation requests for Google and the various cell phone service providers
related to the tower dump. Let me know if you have any questions or concerns. Thanks, Adam

From: NFK-CAN-MFP-05@State.ma.us <NFK-CAN-MFP-05@State.ma.us>
Sent: Tuesday, May 17, 2022 4:32 PM

To: Lally, Adam (NFK) <adam.lally@MassMail.State.MA.US>

Subject: Read Preservation




The Commonwealth of Massachusetts
Department of State Police

Division of Investigative Services

CHRISTOPHER S. MASON

Norfolk State Police Detective Unit COLONEL/SUPERINTENDENT
KARYN E. POLITO R. SCOTT WARMINGTON
LIEUTENANT GOVERNOR 45 Shawmut Road DEPUTY SUFPERINTENDENT
TR ey DY Canton, MA 02021
May 19, 2022

To: Google Law Enforcement Compliance

From: Trooper Michael Proctor #3863

Subject: Preservation Request for Account Data.

Case: Amendment to Preservation #18631673

1. This document serves as a formal request for the preservation of records and other

evidence pursuant to 18 U.S.C. § 2703(f) pending further legal process. You are hereby requested to
preserve, for a period of 90 days, the records described below currently in your possession. You also
are further requested not to disclose the existence of this request to the subscriber or any other person,
other than as necessary to comply with this request. If compliance with this request may result in a
permanent or temporary termination of service to the accounts described below, or otherwise alert the
subscriber or user of these accounts as to your actions to preserve the referenced files and records,

please contact me before taking such actions.

Page 1 of2



2, The amended portion of this request is in part C below with adjusted language to
include any and all Google based applications, operated and downloaded on any cell phone device in
the set coordinates provided.

2. The preservations request applies to the following address, 34 Fairview Road, Canton
MA, 02021 within a fifty meter radius of 42.17428 ,-71.15365 on January 28, 2022 through and
including January 29, 2022. The request applies to the following records and evidence;

A. Any location data currently stored in relation to any devices identified within the set
parameter.

B. Account information: To include all account owner/user identification information, to
include all information listed in the “your personal info” within the Google My Account
Screen.

C. Application History: To include all apps downloaded and or operated by Google to any

devices within the set parameter.

Respectfully submitted,

e A

Trooper Michael D. Proctor #3863
Massachusetts State Police
Norfolk SPDU

Page 2 of 2
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EXHIBIT E

Proctor, Michael D sPOL)

From: lers@google.com

Sent: Monday, May 16, 2022 2-09 PM

To: Proctor, Michael D (POL)

Subject LERS Submission Confirmation - Google Reference. No. 18631673

CAUTION: This email ariginated from a sender outside of the Commonwealth of Massachusetts mail

system. Do not click on finks or open attachments unless you recognize the sender and know the
content is safe. .

This is an automated response to advise you that Google Legal Investigations Support has successfully received
your legal request submission.

Google receives a very high volume of legal process every day. The team processes legal requests in the order
that we receive them. You may monitor the status of your request by logging into your LERS account.

If your request relates to exigent circumstances or if you have further questions, please email
USLawEnforcement@google.com and include the Google reference number listed in the subject line. Please
include a description of the exigency or your question(s) so that we may assess your request accordingly.

Regards,
Google Legal Investigations Suppost



